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Dim parent As ButtonNode = btnMNode.Parent 5“'%5 MiButton.vb
' 4
If (parent.Parent I= MNothing) Then
For i A= Integer = (btnNode.ModePosition + 1) To parent.Count - 1
Dim node2 As ButtonNode = CIype (parent.Item(i), ButtonNode)
"L
Me .ChangeVerticalLocation(node2, spacing)
Next 1
Else
For j A= Integer = (btnNode.ModePosition + 1) To parentc.Count - 1
Dim node3 &s ButtonNode = CType (parent.Item(]j), ButtonNode)
Yo

Me .ChangeVerticalLocation (node3, spacing)

Hext 3j
Me .ChangeNextNodeLocation (btnMNode.Parent, spacing)

End If ORIC(I N/

= End Sub
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View Tools

[= “f% ButtonMNode
¥} Base Types
(4 Derived Types
W .ctor()
W AddChild(ButtonMode) : Void
2% ChangeMexModel ocation(ButtonNode, Int32) : Void
W ChangeModeState() : Void
i ChangeVerticalLocation(ButtonMode, Int32) : Void
w Collapse() : Vioid
i CollapseMode(ButtenMode) : Void
9 Expand() : Void
v ExpandMode(ButtonMode) : Void
¥ GetIndicatorButtonLocation(Point) : Point
¥ GetModeButtonLocation(Point) : Point

»

5% IndicatorButton_Click(Object, EventArgs) : Void
3% SetlndicatorButton'YLocation() : Void
W Setlevel(ButtonMade) : Void
v SetlLocation(Point) : Veid
25 Expanded : Boolean
¢ IndicatorButtonSeparator : Int32
#4 IndicatorButtonSize : Size
5 IndicatorOfflmage : Image
2 IndicatorOnlmage : Image
44 NodeButtonSize : Size
2 NodePaosition : Int32
¢ Parent: ButtonMode -
4 m b

m

)
Private Sub ChangeMNextNodelocation(Byval btnNede As ButtonMode, Byval spacing As |
Declaring Type: WindowsApplicationl.ButtonMNode

Assembly: ButtonTreeView, Version=1.0,0.0

L L 2

Install V'S add-in

i) Step through this assembly in the Visual Studic debugger using .MET
+" Reflector Pro

Disassembler

< Obfuscation(Exclude=Trug)> _ i
Private Sub ChangeMextModelocation(ByYal btnNode As ButtonMode, ByVal spacing As Integer)
Dim parent As ButtonMode = btnMode.Parent
If (parent.Parent Is Mothing) Then
Dim num3 As Integer = (parent.Count - 1)
Dirn i As Integer = (btnMode.ModePosition + 1)
Do While (i <= num3)
Dim node2 As ButtonMode = DirectCast(parent.ltem(i), ButtonMNode)
Me.ChangeVerticalLocation(node2, spacing)
i+=1
Loop
Else
Dim num4 As Integer = (parent.Count - 1}
Dim j As Integer = (btnMode NodePosition + 1)
Do While (j <= numd)
Dirm node? As ButtonMode = DirectCast{parent.Itern(j), ButtonMode)
Me.ChangeVerticalLocatiocn(node3, spacing)
j+=1
Loop
Me.ChangeMextModelocation(btnMode.Parent, spacing)
End If
End Sub

SPY ORIGINAL METHOD
WITH .NET REFLECTOR
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™ Derived Types

.t -
9 .ctor <Obfuscation(Exclude=True), Methodmpl(MethodmplO ptions.Nelnlining)s _

»

Disassembler *

v a): Void ] Private Sub ChangeNextModelocation(ByVal a As a, ByVal A As Integer)
‘9 a(Boolean) : Void Dim a2 Az a = aF

‘4 allmage) : YVoid If {(a2.F Is Mothing) Then
&% a(Point) : Point Dim num3 As Integer = (a2.Count - 1)

) . Dirm i As Integer = (a.f + 1)

t32) : Void g

e aﬂ”lv] 3 o Do While (i <= num3)

@ ala) : Voi Dim a3 As a = DirectCast(a2 Jtem(i), a)
‘i alA): Void Me.a(a3, A)
&% a(Object, EventArgs): Void i+=1

% afa, Int32) : Void Loop

& AQ : Void Else

Dim num4 As Integer = (a2.Count - 1)

% Allmage) : Void Dim j As Integer = (a.f + 1)

¥ A(Point) : Point Do While (j <= numd)
 A(lnt32) : Void Dirn a4 As a = DirectCast{a2.Item (], a)
4 Afa): Void Me.a(ad, A)
% b{) : Void o=t
) . . Loop
¥ b(Point} : Void Me.ChangeMextModelocation(a.F, A)
‘% b(a) : Void End If
¥ B :Void End Sub
‘9 B(a): Void
‘9 cf) : Boolean -
49 c(a) : Void ;
g T Int32
i C(a): Void
B ChangetieodeLocaton(a, In32)  Void -
4| 1 k

Private Sub ChangeNextNodelocation(ByVal a 4s a, ByWal A As Integer) : OBF l/(.S‘ O/A(TED M ETHOD W ' TH:

Declaring Type: WindowsApplicationl.a

Assembly: ButtonTreeView, Version=10.0.0 /RE NAM I N C'

i./' Step through this assembly in the Visual Studio debugger using .NET Install VS add-in
+ Reflector Pro -
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File
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View Tools Help

+~' & |Visual Basic V|

»

5% A(Point) : Point

‘g AlInt32) : Void

jv A(Object) : Int32

9 Afa): Void

A(Object, Boolean) : Void

<

A(Object, Point) : Void
A(Object, a) : Void

) : Void

<

A(Object, a, Int32
b} : Void
b(Point) : Void
b{Object) : Boolean
bia) : Vioid

b(Object, Point) : Point
b(Object, a) : Void

Ewliedeobe
< &

L(oL‘o & L‘o & &

s

B} : Void

B(Object) : Void

Bia) : Void

B(Object, Point] : Point
B(Object, a) : Void

c(): Boolean

‘o & L{o E ‘o & L{ol:p

c(Object) : Void

‘i cfa): Void

g C0 o Int32

2% C(Object): A

i C(a): Void

B Crangeextisdelocsion. nt2) : Void

1 F

&

l.m

1]

Private Sub ChangeMextNodelocation(By'val a As a, Byval A As Integer)
Declaring Type: WindowsApplicationl.a

Assembly: ButtonTreeView, Version=1.0,0.0
i) Step through this assembly in the Visual Studic debugger using .MET

Install V'S add-in

Reflecter Pro

Disassembler

<Obfuscation(Exclude:=True), MethodImpl(MethodlmplOptions.Nelnlining)> _
Private 5ub ChangeMextModelocation(ByYal a As a, ByVal A As Integer)
Dim a2 As a = a.a(a)
If (a.a{aZ) Is Nothing) Then
Dim num3 As Integer = (a.a(DirectCast{a2, ArrayList)) - 1)
Dirm i As Integer = (a.A(a) + 1)
Do While (i <= num3)
Dim a3 As a = DirectCast(a.a(DirectCast(a2, ArrayList), i), a)
a.a(Me, a3, 4)
i+=1
Loop
Else
Dim numd4 As Integer = (a.a(DirectCast(a2, ArrayList)) - 1)
Dim j As Integer = (a.A) + 1)
Do While (j <= numd)
Dirn a4 As a = DirectCast(a.a(DirectCast{a2, ArrayList], J), a)
a.a(Me, ad, 4)
j+=1
Loop
a.A(Me, a.a(a), &)
End If
End Sub

OBFUSCATED METHOD WITH:

/RENAMING
/CALL
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View Tools

QO3[R

Help

+~' & |Visual Basic V|

»

<

A(Object) : Int32
Afa): Void
A(Object, Boolean) : Void

Eie

<& &4

A(Object, Point) : Void

<

A(Object, a): Yoid

GO T~y copir -3 GO

<

A(Object, a, Int32) : Void
W b(): Void
W b(Point) : Void
29 b(Int32): A
29 b(Object) : Boolean
W b(a): Void
:N b{Object, Point] : Point
jv b(Object, a) : Void
¥ B(:Void
3\' B(Point) : b
=9 B(Object) : Void
W Bla): Void
jw B(Object, Point] : Point
jv B(Object, a) : Void
W c(): Boolean
jw c(Object) : Void
W cfa) : Void
W C0:Int32
29 C(Object): A
w C(a): Void
4% ChangeMNextMNodelocation(a, Int32) : Void -
4 [T 3

m

Private Sub ChangeMextNodelocation(By'val a As a, Byval A As Integer)
Declaring Type: WindowsApplicationl.a
Assembly: ButtonTreeView, Version=1.0,0.0

Install V'S add-in

i) Step through this assembly in the Visual Studic debugger using .MET

' Reflector Pro

Disassembler *

<Methodimpl{(MethodImplOptions.Nolnlining), Obfuscation(Exclude:=True)» _
Private 5ub ChangeMextModelocation(ByYal a As a, ByVal A As Integer)
Dim a5 As a = a.d(a.a(a))
If (a.a(a.a(a5)) Is Nothing) Then
Dim ab As A = a.b(CInt({a.a{DirectCast(a.a(a5), ArrayList]]) - 1)))
Dirm a7 As A = a.b(CInt{{a.A(a) + 1]])
Do While (a.a(a7) <= a.a(ab))
Dim aB As a = a.d(DirectCast(a.a(DirectCast(a.a(a5), ArrayList), a.a(aT)), a))
a.a(Me, a.alad), &)
a7 = a.b(CInt((a.a(a7) + 1))
Loop
Else
Dim a9 As A = a.b(CInt{{a.a(DirectCast(a.a(a5), ArrayList]) - 1})
Dim al0 As A = a.b{CInt{(a.Ala) + 1)))
Do While (2.a(all) <= a.a(a%))
Dirn all As a = a.d(DirectCast(a.a(DirectCast{a.a(a5), ArrayList), a.a(a10]), a))
a.a(Me, a.a(all), A)
all = a.b(CInt((a.a(all) + 1)))
Loop
a.A(Me, a.a(a), &)
End If
End Sub

OBTFUSCATED METHOD WIT H:
/RENAMING

/CALL

/FAKEVAR.
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<

A(Object, Boolean) : Void

<

A(Object, Point) : Void

<

A(Object, a) : Void

<

A(Object, a, Int32) : Void
W b(): Void
w b(Point) : Void
29 bnt32): A
jw b{Object) : Boolean
W b(a): Void
3\’ b(Double, Double) : Double
29 b(Int32, Int32) : Int32
:N b{Object, Point] : Point
jv b(Object, a) : Void
¥ B(:Void
3\' B(Point) : b
=9 B(Object) : Void
W Bla): Void
jw B(Object, Point] : Point
@

¥ B(Object, a): Void

W c(): Boolean

Cieliedelie

B e
5¥ c(Object): Void

W cfa) : Void
W C0:Int32
29 C(Object): A
w C(a): Void
4% ChangeMNextMNodelocation(a, Int32) : Void
4 [T

»

m

Private Sub ChangeMextNodelocation(By'val a As a, Byval A As Integer)
Declaring Type: WindowsApplicationl.a
Assembly: ButtonTreeView, Version=1.0,0.0

i) Step through this assembly in the Visual Studio debugger using .NET Install VS add-in
+ Reflector Pro

Disassembler *

<Methodimpl{(MethodImplOptions.Nolnlining), Obfuscation(Exclude:=True)» _
Private 5ub ChangeMextModelocation(ByYal a As a, ByVal A As Integer)
Dim a5 As a = a.d(a.a(a))
If (a.a(a.a(a5)) Is Nothing) Then
Dim ab As A = a.b(a.A(a.a(DirectCast(a.a(ab), ArrayList)}, 1))
Dim aF Az A = a.b(a.a(a.Ala), 1))
Do While (a.a(a7) <= a.a(ab))
Dim aB As a = a.d(DirectCast(a.a(DirectCast(a.a(a5), ArrayList), a.a(aT)), a))
a.a(Me, a.alad), &)
al = a.b(a.a(a.a(ar), 1))
Loop
Else
Dim a9 As A = a.b(a.A(a.a(DirectCast(a.a(a5], ArrayList)], 1]}
Dim al0 As A = a.b(a.a(a.Alz), 1))
Do While (2.a(all) <= a.a(a%))
Dirn all As a = a.d(DirectCast(a.a(DirectCast{a.a(a5), ArrayList), a.a(a10]), a))
a.a(Me, a.a(all), A)
all = a.b(a.a(a.a(all), 1))
Loop
a.A(Me, a.a(a), &)

T ORFUSCATED METHOD WITH:
/RENAMING
/CALL
/FAKEVAR
/FAKEMATH
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2% A(Object, a) : Void « | Disassembler .
@

5¥ A(Object, a, Int32) : Void

‘@ bi): Void

% biPoint) : Vioid

29 b(Int32) : A

jv b{Object) : Boolean

‘9 b(a): Void

;‘V b(Double, Double) : Double
29 b(Int32, Int32) : Int32

jv b(Object, Point) : Point
@

<Methodimpl{(MethodImplOptions.Nolnlining), Obfuscation(Exclude:=True)» _
Private 5ub ChangeMextModelocation(ByYal a As a, ByVal A As Integer)
Dim a5 As a = a.d(a.a(a))
If (a.a(a.a(a5)) Is Nothing) Then
Dim ab As A = a.b(a.A(a.a(DirectCast(a.a(ab), ArrayList)}, 1))
Dim aF Az A = a.b(a.a(a.Ala), 1))
Do While Mot a.B(a.a(a7), a.a(ab))
Dim aB As a = a.d(DirectCast(a.a(DirectCast(a.a(a5), ArrayList), a.a(aT)), a))
a.a(Me, a.alad), &)
al = a.b(a.a(a.a(ar), 1))

=¥ b(Object, a) : Void Loop

% B():Void Elze
ﬂow _— Dim a9 As A = a.b(a.A(a.a(DirectCast(a.a(a5], ArrayList)], 1]}

g¥ B(Point):b Dim a0 As A = a.b(a.a(a.A(3), 1))

=¥ B(Object) : Void Do While Not 2.B(a.2(z10), 2.a(29))

‘% Bia) : Void Dirn all As a = a.d(DirectCast(a.a(DirectCast{a.a(a5), ArrayList), a.a(a10]), a))

S‘U BiInt32, Int32) : Boolean

jv B(Object, Point) : Point

a.a(Me, a.a(all), A)
all = a.b(a.a(a.a(all), 1))

jw B(Object, a) : Void I;::(ﬁﬂe, aa(a), &)

;v c: B.oolean . End I

DR Fd sub OBFUSCATED METHOD WIT H:
@ C(: Int32 :

o : /RENAMING

Al ChangeMexthodel ocation(a, Int32) : Void

9 di) : Size

1]

1

Private Sub ChangeMextNodelocation(By'val a As a, Byval A As Integer)

Declaring Type: WindowsApplicationl.a

/CALL
/FAKEVAR

Assembly: ButtonTreeView, Version=1.0,0.0 /F 3 , z E ’ 1 g T_' '
i) Step through this assembly in the Visual Studic debugger using .MET Install VS add-in
Reflector Pro -
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In this docrument you can view some fentures of Goliath ,NET Obfuscator 5x. The protection techniques
proposed can be used for any type of project (winforms, web, wp#, ect.):

* /RENAMING: symbols renaming with automatic overloads;

* /CALL: obfuscate all “call” to constructors § methods;

* /FAKBVAR: obfuscate all “variables” of the wmethods (ustng “alias”);

. /FAKEMATH: obfuscate all “mathematical caleulations” performed with
priveitive operators: “+7, ‘=7, X7 /" pnd boolean function: “And”, “Or”,
“Xovr”, “Not”;

* /FAKEIMP: obfuscate all “conditional-jump”: “<7, “<=7, “=>7, “>7);

NOTE: to allow verification of this protection techniques, was wnot used: string encryption, obfuscation of
numerical values, controlflow obfuscation and encryption of the wmethods!!!

...choose the best obfuscator...choose: Goliath .NET Obfuscator!



